Cyber Essentials Starter Checklist
A simple yes/no checklist to help you spot obvious gaps before starting the official self-assessment.
How to use this checklist: Tick Yes or No for each item. Any No answers should be treated as a starting point for review before submitting your Cyber Essentials application. This is not a replacement for the official IASME assessment questions.
1. Organisation and scope
	Check
	Yes
	No
	Notes / action needed

	We know the exact legal organisation name that will appear on the certificate.
	☐
	☐
	

	We know whether this is for the whole organisation or only part of it.
	☐
	☐
	

	We have listed all business locations included in the assessment.
	☐
	☐
	

	We have counted home and remote workers.
	☐
	☐
	

	We have listed the main networks included in scope.
	☐
	☐
	

	We have listed routers and firewalls by make, model and quantity.
	☐
	☐
	

	We have listed laptops, desktops, servers, mobiles and tablets used for work.
	☐
	☐
	

	We have listed all cloud services used for business data, such as Microsoft 365, Google Workspace, CRM, accounting tools and business social media accounts.
	☐
	☐
	



2. Firewalls and routers
	Check
	Yes
	No
	Notes / action needed

	Our office network is protected from the internet by a firewall or router with firewall features.
	☐
	☐
	

	Software firewalls are enabled on laptops, desktops and servers.
	☐
	☐
	

	Default router and firewall passwords have been changed.
	☐
	☐
	

	Firewall administrator passwords are strong and unique.
	☐
	☐
	

	We know who is allowed to manage firewall settings.
	☐
	☐
	

	Firewall rules have been reviewed within the last 12 months.
	☐
	☐
	

	Inbound connections from the internet are blocked unless there is a clear business need.
	☐
	☐
	

	Any open inbound firewall rules are documented and approved.
	☐
	☐
	

	Firewall administration is not open to the internet, or it is protected by MFA or trusted IP restrictions.
	☐
	☐
	



3. Secure configuration
	Check
	Yes
	No
	Notes / action needed

	Unneeded software and apps are removed from devices.
	☐
	☐
	

	Unneeded services and features are disabled where possible.
	☐
	☐
	

	Unused user accounts are removed or disabled.
	☐
	☐
	

	Default passwords have been changed on devices, services and applications.
	☐
	☐
	

	External services that access non-public data require users to log in.
	☐
	☐
	

	External login services are protected against repeated password guessing.
	☐
	☐
	

	Automatic file execution / autorun is disabled where possible.
	☐
	☐
	

	Devices lock when not in use.
	☐
	☐
	

	Devices require a PIN, password or biometric unlock.
	☐
	☐
	



4. Updates and supported software
	Check
	Yes
	No
	Notes / action needed

	All operating systems are currently supported by the vendor.
	☐
	☐
	

	Router and firewall firmware is supported by the vendor.
	☐
	☐
	

	All business software is licensed and supported.
	☐
	☐
	

	Unsupported software has been removed or properly isolated.
	☐
	☐
	

	Web browsers are up to date.
	☐
	☐
	

	Email applications are up to date.
	☐
	☐
	

	Office applications are up to date.
	☐
	☐
	

	Critical or high-risk updates are installed within 14 days.
	☐
	☐
	

	Automatic updates are enabled where possible.
	☐
	☐
	

	Where automatic updates are not used, someone is responsible for checking and applying updates.
	☐
	☐
	



5. User access and administrator accounts
	Check
	Yes
	No
	Notes / action needed

	New user accounts are approved before they are created.
	☐
	☐
	

	Users have their own unique logins and do not share accounts.
	☐
	☐
	

	Leaver accounts are disabled or deleted promptly.
	☐
	☐
	

	Users only have access to the systems and data they need for their role.
	☐
	☐
	

	Administrator access is approved before it is given.
	☐
	☐
	

	Administrator accounts are separate from normal everyday user accounts.
	☐
	☐
	

	Administrator accounts are not used for browsing the web or checking email.
	☐
	☐
	

	We keep a list of who has administrator access.
	☐
	☐
	

	Administrator access is reviewed regularly.
	☐
	☐
	



6. Passwords and MFA
	Check
	Yes
	No
	Notes / action needed

	Multi-factor authentication is enabled for cloud services where available.
	☐
	☐
	

	Passwords are protected against brute-force attacks using MFA, throttling or account lockout.
	☐
	☐
	

	Password rules meet Cyber Essentials requirements.
	☐
	☐
	

	Common or weak passwords are blocked where possible.
	☐
	☐
	

	Staff are encouraged to use unique passwords for work accounts.
	☐
	☐
	

	Staff know what to do if they think a password has been compromised.
	☐
	☐
	

	There is a process to reset or change compromised passwords quickly.
	☐
	☐
	



7. Malware protection
	Check
	Yes
	No
	Notes / action needed

	Malware protection is active on laptops, desktops and servers.
	☐
	☐
	

	Malware protection updates automatically.
	☐
	☐
	

	Malware protection scans files when they are accessed or downloaded.
	☐
	☐
	

	Malware protection blocks or quarantines malicious files.
	☐
	☐
	

	Users are warned or blocked when visiting known malicious websites.
	☐
	☐
	

	Mobile devices are restricted to trusted app stores where appropriate.
	☐
	☐
	

	Only approved applications are allowed where application control is used.
	☐
	☐
	



8. Final readiness
	Check
	Yes
	No
	Notes / action needed

	Any No answers on this checklist have been reviewed.
	☐
	☐
	

	We know who inside the organisation will approve the official answers.
	☐
	☐
	

	We understand that the official Cyber Essentials assessment must be completed on the IASME platform.
	☐
	☐
	

	We are ready to provide accurate answers about our devices, users, cloud services and security controls.
	☐
	☐
	



Next step: If you have several No answers, review these areas before applying. Globe2 can help with Microsoft 365 security, MFA, endpoint protection, firewall reviews, patching, user access controls and wider IT security improvements.
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